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Re: Hearing Ref 2015-H-04 - Application by Ontario Power Generation for a
Thirteen year License to Operate a Site at the Darlington Nuclear Generating Station
in Clarington, Ontario

In my written submission for the part 2 hearings, I highlighted several socio-
economic, administrative and political factors that could impede the licensee's
ability to carry out their long term plans to rebuild the four Darlington reactors over
the next 13 years and continue operations for the next 30 years. In my opinion these
plans are very ambitious and keeping to the planned timelines and budgets would
place additional pressures on the organization that I felt could erode the safety
culture within the organization.

In my supplementary submission, I would like to read into the hearing record the
executive summary of the Chatham House report Cyber Security at Civil Nuclear
Facilities: Understanding the Risks! (attached as an appendix). The full report is
available online at the same URL. The report, though dated September 2015, was
released October 5, after the original deadline for submissions to the Part 2
hearings.

The Chatham House report highlights cultural challenges to security, notably
"Nuclear plant personnel, who are operational technology engineers, and
cyber security personnel, who are information technology engineers,
frequently have difficulty communicating, which can lead to friction. In many
cases the problem is exacerbated by the off-site location of cyber security
personnel.”(emphasis in the original)?

[ believe that the Chatham House report, based as it is partly on revelations by
anonymous insiders, complements the concerns I stated earlier about the tension
between the pressures to sustain revenue from electricity generation and the

1 Baylon, Brunt, and Livingstone, “Cyber Security at Civil Nuclear Facilities:
Understanding the Risks (Executive Summary).”
2 Ibid,, 1.
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concerns for safety that I discussed in my submission. According to the report, the
same -- or worse -- tension exists between operations and cyber security.

Safety and security

In the field of software and cyber security, safety and security are related but
distinct concepts. A software process can be secure from intrusion or tampering yet
unsafe, for example a loop that may not terminate in time to meet a fixed deadline. A
safe software process may be insecure, for example if it allows remote access.

According to Internet security expert Bruce Schneier, "It is the notion of an
adversary that separates safety and security engineering. In security, intelligent
opposition is trying to make security fail. And a safety failure caused by an attacker
becomes a security failure."? Unlike random mechanical or electronic failures in
safety critical systems, cyber security incidents are triggered by capable, wilful and
malicious attackers, many of whom are highly trained and some of whom may be
supported by the resources available to national governments. For example, Terry
Jamieson's (CNSC staff) presentation of August, 2015 alludes to the "various
theories" about how the "Stuxnet" attack on a programmable logic controller was
introduced*.

Cyber security is hard

In cyber security, the truism applies: defenders must stop all attacks, but attackers
need only succeed once. This, compounded by a number of factors, reinforces the
other truism of security: computers are difficult to get right, security even more so.

The ever increasing complexity of devices and networks leads to systems with
emergent behaviours -- characteristics that are readily observed when they
manifest themselves, but were not foreseen in the original design. This leads to a
rapid expansion of the classes of vulnerabilities. | remember a salesperson of the
first generation cable internet access in the 1990s dismissing the possibility of
hacking home computers, saying that they contained nothing of interest to a hacker.
Fast forward some 10 years to the emergence of organized criminals specializing in
identity theft®, or who commandeered thousands of home computers to flood a
target web server with distributed denial of service attacks®.

Where there is an overlap between the safety and security, it's how the challenges
are addressed. Safety and security can be improved by good engineering practices
within a healthy security culture that complements a equally healthy safety culture.

3 Schneier, Beyond Fear: Thinking Sensibly About Security in an Uncertain World, 52.
4 Jamieson, “Cyber Security and the Canadian Nuclear Industry - a Canadian
Regulatory Perspective,” 8.

5> Schneier, Secrets & Lies: Digital Security in a Networked World, 51.

6 Ibid., 184-186.
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The experience with cyber security programs in commercial enterprises all points to
active and consistent support by management for comprehensive security program
aligned with the organization's business goals”8. Most importantly, the cyber
security program must directly address the important findings of the Chatham
House report, namely the tension between operational and IT engineering.
Establishing such a program takes time, and that program must be periodically
audited, tested and updated. To bridge the OT-IT gap, management must devote
considerable resources to awareness training, and the security consciousness
message must be delivered clearly and consistently over a long time period before it
sinks in and becomes part of an emerging security culture.

In the Canadian nuclear regulatory context, CSA N290.7 Cyber Security for Nuclear
Power Plants and Small Reactor Facilities (December 2014) is a document aimed at
creating, managing and updating a comprehensive cyber security program around
civil nuclear reactors®. N290.7 prescribes a risk management framework around
cyber security but does not specify the actual technical measures to be taken, nor
does it describe any quality assurance standards beyond auditing the risk
assessments. In my opinion, the document assigns responsibility too narrowly,
addressing mostly those who come into contact with what CSA N290.7 calls a "cyber
essential asset". This narrow scope may not be enough for the organization to
address the operational and IT gap. As well, N290.7 seems too vague in its
requirement for auditing - there should be an independent audit as well as frequent
testing and drills carried out by external testers in an adversarial scenario.

However, there is no mention of the CSA Cyber Security standard N290.7 in the
Licence Condition Handbook (LCH) in the CNSC staff submission to the Part 1
hearings10. The only mention of cyber security in the entire CNSC staff report is a
short mention in the section discussing primarily physical security!l. The fact that
cyber security is lumped in with physical security indicates a profound
misunderstanding of the nature of the problem and how to address it.

As I wrote earlier, it is in the Commission's legislated mandate to prevent
unreasonable risks due to nuclear power, and in light of this, we have to consider all
aspects of the proposed plan. From the Commission's point of view, the term "all
aspects" must include the non-technical social, political and economic factors which

7 Information Systems Audit and Control Association, “Critical Elements of
Information Security Program Success.”

8 International Standards Organization, “ISO/IEC 27001 - Information Security
Management.”

9 CSA Group, “N290.7-14 Cyber Security for Nuclear Power Plants and Small Reactor
Facilities.”

10 CNSC Staff, “CMD 15-H8 Licence Renewal - Ontario Power Generation Inc.
Darlington Nuclear Generating Station - Commission Public Hearing Part 1,” Part 2.
11 Tbid., Section 4.12.2.
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will influence the licensee's ability to carry out their plans. These non-technical
factors include cyber security as well as the traditional areas of finance, outsourcing,
retirements, additional regulatory requirements, shifts in government policy and
economic outlook. If the Commission insists on blinkering itself by only looking at
the technical aspects of the licensee's operations, the Commission could be looking
the wrong way as the safety culture of the licensee is eroded by non-safety related
pressures, and the security culture is stunted by underestimating the threats.

In addition to the recommendations in my original submission, I further
recommend that the Commission

* Amend the proposed License Condition Handbook to include compliance
with CSA standard N290.7;

* Restrict the operating license to a maximum of two years and review the
emerging cyber security threats, standards and operational experience in the
intervening time;

* Require the licensee to implement a comprehensive cyber security program
that:

o Includes all personnel connected with the Darlington NGS, not just a
narrow slice of technical personnel;

o Provides tangible evidence of audits of the program by independent
IT experts, as well as regularly conducted drills and penetration
testing by external auditors in an adversarial role;

o Evidence of supply chain security auditing of safety critical
components and subsystems, including code reviews, static analysis
and compliance with secure coding practices, for example the SEI
CERT Coding Standards?2.

12 Software Engineering Institute, Carnegie Mellon University, “SEI CERT Coding
Standards.”
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Executive Summary and Recommendations

Recent high-profile cyber attacks, including the deployment
of the sophisticated 2010 Stuxnet worm, have raised

new concerns about the cyber security vulnerabilities of
nuclear facilities. As cyber criminals, states and terrorist
groups increase their online activities, the fear of a serious
cyber attack is ever present. This is of particular concern
because of the risk — even if remote — of a release of ionizing
radiation as a result of such an attack. Moreover, even a
small-scale cyber security incident at a nuclear facility
would be likely to have a disproportionate effect on public
opinion and the future of the civil nuclear industry.

Notwithstanding important recent steps taken by the
International Atomic Energy Agency (IAEA) to improve
cyber security across the sector, the nuclear energy
industry currently has less experience in this field than
other sectors. This is partly due to the nuclear industry’s
regulatory requirements, which have meant that digital
systems have been adopted later than in other types of
critical infrastructure. In addition, the industry’s long-
standing focus on physical protection and safety has meant
that while these aspects of risk response are now relatively
robust, less attention has been paid to developing cyber
security readiness. As a result, exploiting weaknesses

in digital technology could be the most attractive route

for those seeking to attack nuclear facilities without

fear of interdiction.

The cyber security risk is growing as nuclear facilities
become increasingly reliant on digital systems and make
increasing use of commercial ‘off-the-shelf’ software,
which offers considerable cost savings but increases
vulnerability to hacking attacks. The trend to digitization,
when combined with a lack of executive-level awareness of
the risks involved, also means that nuclear plant personnel
may not realize the full extent of this cyber vulnerability
and are thus inadequately prepared to deal with potential
attacks. There is a pervading myth that nuclear facilities
are ‘air gapped’ — or completely isolated from the public
internet — and that this protects them from cyber attack.
Yet not only can air gaps be breached with nothing more
than a flash drive (as in the case of Stuxnet), but the
commercial benefits of internet connectivity mean that
nuclear facilities may now have virtual private networks
and other connections installed, sometimes undocumented
or forgotten by contractors and other legitimate third-
party operators.

Meanwhile, hacking is becoming ever easier to conduct,
and more widespread: automatic cyber attack packages
targeted at known and discovered vulnerabilities are
widely available for purchase; advanced techniques
used by Stuxnet are now known and being copied; and
search engines can readily identify critical infrastructure
components that are connected to the internet.

In the light of these concerns, Chatham House undertook
an 18-month project in 2014-15 on the nexus between
cyber security and nuclear security. By drawing on in-
depth interviews with 30 industry practitioners, as well as
policy-makers and academics, and convening three expert
roundtables, the project sought to assess the major cyber
security challenges facing the wider nuclear industry; to
identify international policy measures that could help to
enhance cyber security in the sector; and to help increase
knowledge of current concerns in this area. This report
examines the major cyber threats to civil nuclear facilities,
focusing in particular on those that could have an impact
on industrial control systems, and suggests some potential
solutions to these challenges.

Main findings

The research identified the following major challenges
for civil nuclear facilities.

Industry-wide challenges

* The infrequency of cyber security incident
disclosure at nuclear facilities makes it difficult to
assess the true extent of the problem and may lead
nuclear industry personnel to believe that there are
few incidents. Moreover, limited collaboration with
other industries or information-sharing means that
the nuclear industry tends not to learn from other
industries that are more advanced in this field.

* A paucity of regulatory standards, as well as limited
communication between cyber security companies
and vendors, are also of concern.

* This suggests that the industry’s risk assessment
may be inadequate; as a consequence, there is often
insufficient spending on cyber security.

* Developing countries may be particularly at risk,
because they have even fewer resources available to
invest in cyber security.

Cultural challenges

* Nuclear plant personnel, who are operational
technology engineers, and cyber security
personnel, who are information technology
engineers, frequently have difficulty
communicating, which can lead to friction. In many
cases the problem is exacerbated by the off-site
location of cyber security personnel.

* Nuclear plant personnel often lack an
understanding of key cyber security procedures,
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finding that the procedures documents produced by
cyber security personnel do not communicate this
information in language that is clear to them.

* Cyber security training at nuclear facilities is
often insufficient. In particular, there is a lack of
integrated cyber security drills between nuclear
plant personnel and cyber security personnel.

* Reactive rather than proactive approaches to
cyber security contribute to the possibility that a
nuclear facility might not know of a cyber attack until
it is already substantially under way.

* This suggests that nuclear plants may lack
preparedness for a large-scale cyber security
emergency, particularly if one were to occur outside
normal working hours.

Technical challenges

* Many industrial control systems are ‘insecure
by design’, since cyber security measures were not
designed in from the beginning.

* Standard IT solutions such as patching are difficult
to implement at nuclear facilities, mainly owing to
concern that patches could break a system and because
of the commercial need to reduce plant downtime.

* Supply chain vulnerabilities mean that equipment
used at a nuclear facility risks compromise at any stage.
Recommendations

The cyber security threat requires an organizational
response by the civil nuclear sector, which includes, by

necessity, knowledgeable leadership at the highest levels,
and dynamic contributions by management, staff and the
wider community of stakeholders, including members of
the security and safety communities. The nuclear sector as
a whole, taking account of recommendations and guidance

issued by the IAEA, should take a strategic approach
that will:

* Develop a more robust ambition to match or
overtake its opponents in cyberspace and thereby
take the initiative, focusing its resources on critical
elements of the nuclear fuel cycle.

* Fund the promotion and fostering of cyber
security within the industry, aiming to encourage a
sectoral-level approach, from the highest levels down
to the individual.

* Establish an international cyber security risk
management strategy designed to maintain

momentum and agility, incorporating the necessary
mechanisms for in-depth preparation to meet cyber
security challenges, however these may arise, and a
flexible and coordinated response.

* Develop coordinated plans of action to address
the technical shortfalls identified, such as in patch
management, and make the necessary investments.

* Include all stakeholders in the organizational
response. This will require knowledgeable leadership
at the highest levels, the free flow of information and
dynamic contributions by management, staff and the
wider community of stakeholders, including members
of the security and safety communities.

* Promote an environment that enables the
appropriate balance between regulated and
self-determined actions to avoid any tendency
for overall stagnation.

Specific recommendations

The report proposes a number of specific recommendations
to address the challenges identified.

Assessing the risk — and attracting investment

* Develop guidelines to measure cyber security risk
in the nuclear industry, including an integrated
risk assessment that takes both security and safety
measures into account. This will help improve
understanding of the risk among CEOs and company
boards and make cyber security in the nuclear sector
more commercially attractive.

* Promote cyber insurance, which will require strong
risk assessments, as an effective way to drive the
process of implementing change.

Handling the ‘human factor’

* Engage in robust dialogue with engineers and
contractors to raise awareness of the cyber
security risk, including the dangers of setting up
unauthorized internet connections.

e Establish rules where these are not already
in place — such as banning personal devices
from control rooms and requiring nuclear plant
personnel to change the default passwords on
equipment — and enforce these rules through a
combination of independent verification methods
and technical measures, for example by blocking
off USB ports.

2 | Chatham House
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Promoting disclosure and information-sharing

Encourage nuclear facilities to share threat
information anonymously (such as by revealing
‘indicators of compromise’) in order to promote
greater disclosure, since the reluctance to disclose
cyber attacks stems partly from concerns for
damage to reputation.

Promote industry conferences and other measures
to enhance interpersonal relationships in order

to encourage informal sharing initiatives, even if
governments are dissuaded by national security
concerns from sharing threat information at the
international level.

Governments should lead the establishment of
national Computer Emergency Response Teams
(CERTs) specialized in industrial control systems,
particularly since they recognize that information-
sharing at a national level is key.

The regulator should reassure owner-operators
that they will not be penalized for any information
that they share, provided they show good faith.

Developing further international policy measures

Encourage all countries that have not yet done

so to adopt an effective regulatory approach to
cyber security at nuclear facilities. Since a large
number of countries follow IAEA guidance, allocating
more resources to the IAEA to enable it to develop
recommendations on responding to cyber security
threats could generate significant benefit.

Provide technical and funding assistance to
developing countries in order to improve cyber
security at their nuclear facilities.

Bridging communication gaps - including the need
for cultural change

Establish integrated projects between nuclear
plant personnel and cyber security personnel, such
as the preparation of cyber security training materials
and undertaking of joint vulnerability analyses.

This would also encourage IT personnel to visit the
nuclear facility in person on a regular basis to aid
mutual understanding.

* Improve the frequency and quality of cyber
security training at nuclear facilities, potentially
involving accreditation of training programmes by
the IAEA, and hold integrated scenario-led drills
between nuclear plant personnel and cyber security
personnel to hone skills and develop common
understandings and practices.

* Promote the further creation of more cross-
disciplinary university programmes aimed
at training cyber security specialists in the
nuclear industry.

* Foster partnerships between vendors and cyber
security companies to enable the development of
more robust cyber security products.

Enhancing security — including the need for ‘security
by design’

* Promote the importance of ‘security by design’,
so that future generations of industrial control
systems incorporate security measures during
the initial conception phase. This may mean
avoiding superfluous digital features as well as
incorporating authentication and encryption
technologies.

* Ensure that sufficient redundancy is retained in
digitlized systems.

* Promote the use of ‘whitelisting’, which
restricts the unprecedented flexibility of digitized
industrial control systems and also reduces the need
to patch systems.

* Implement intrusion detection systems such
as network monitoring of traffic for anomalous
behaviour across the entire control system network,
not just on the network perimeter.

* Encourage the further adoption of secure
optical data diodes.

* Ensure the integrity of the supply chain.

* Prioritize key areas for cyber security investment,
including identifying critical cyber assets at each
nuclear facility.
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